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This article deals with the European regulatory frame-
work of Information Society Services in the EC. Offered
mainly, but not only, over the internet, these services
demand specific rules on issues as varied as the establish-
ment of service providers, conclusion of contracts and
liability of service providers, which the general Commu-
nity Law on services could not provide. The European
Commission has now published the Amended Proposal
for a Directive on certain legal aspects of electronic
commerce in the internal market. The article discusses
and explains the rules laid down in this directive.

I. E-commerce: a description

The ‘long-promised future of digital interactive every-
thing'' is about to arrive. Whereas in the US the keyword
concerning new service possibilities created by the
internet and similar online-services has been the ‘infor-
mation superhighway’?, in the EC the more socio-polit-
ical term ‘Information Society” has been framed, to
indicate the involvement of all sectors of society, not
least merely economic players. Business in the informa-
tion society is referred to as e-commerce. E-commerce
can be defined as ‘any form of business transaction in
which the parties interact electronically rather than by
physical exchanges or direct physical contact™. However,
this is far from all there is to e-commerce. The electronic
interaction is merely a means to an end. Digitalisation
and the ensuing possibility of electronic interaction will
have a pervasive impact on highly diverse aspects of our
life and on all levels of business. Not all new services
involve the internet, but a lot of them do, and the
internet is becoming increasingly ubiquitous. Even
without referring to future services’, and merely consid-
ering the new digital services already available include
eg. the possibility of listening to the radio from all over
the world on the internet®, PC- and Internetbanking, the
participation in auctions as buyer or seller’, the down-
loading of music for free or as a purchase (e.g. via a
download which cannot be copied), Universal Messaging
Services (i.e. the reception and transmission of faxes,
SMS etc. via e-mail)®, watching TV news live® and as
archive on the internet'’.

Most importantly, buying and selling of products and
services over the net is increasing. Buying and selling of
products over the internet is possible in two ways. First,
there is the possibility that products and services are

distributed directly on the internet. This is known as
direct electronic commerce. Examples are software, soft-
ware updates music, and support. The product (Soft-
ware) or the service (Good Advice on how to deal with it)
is available in digital form only. Even less
computer-centred products and services can be offered
on the net — the European Commission has a virtual
press desk e-mailing the latest news, pictures and videos
can be downloaded for magazines and news''.

In the second kind of retailing of products and services
over the internet, real-life products and services are being
sold over the net. This is known as indirect electronic
commerce and two groups of retailers are involved. On
the one side, there are the ‘virtual’ companies which have
sprung up on the internet, hoping to save on overheads
and thus supposedly being able to price competitively.
For virtual retailers, barriers of entry are as low as they
can be. On the other side, by now ‘brick and mortar
retailers’ have been heeding the call of the internet. The
retailer Wal-Mart'?, the publisher Bertelsmann'® and
others are moving to the net. Virtual and real companies
have recently joined forces in a Global Business Dialogue

to make business over the internet easier'*.

Il. The Development of Rules

The digital revolution will have to be followed by a
digital evolution. Andy Grove, of Intel, a
computer-chip-producer, put it slightly more bluntly
when he stated that it is time for business to adapt or
die'®. This applies in varying degrees to all sectors of
society, not only to business. Governments from all over
the world have initiated unilateral'®, bilateral'’, and
multilateral projects (UNCITRAL'®, the WTO'Y, the
ITU%, and the OECD?') on how to establish and adapt
the regulatory environment.

In the EC, the Commission has issued the communi-
cation ‘A European initiative in electronic commerce'*?
identifying the crucial issues of the electronic commerce
as ensuring access to the global marketplace®, creating
a favourable regulatory framework by the year 2000**
and promoting a favourable business environment®.
These issues have been subsequently endorsed by the
European Parliament®. In order to create the favour-
able regulatory framework identified as necessary, a
multitude of legal acts have been adopted or initiated.
Already adopted are directives on data protection?, in
the field of legislative transparency®, and in the field of
legal protection for conditional access services®.

Still in the process of legislation are directives in the
fields of distance selling of financial services®, elec-
tronic money:”, electronic signatures”, and Intellectual
Property rights®.

Furthermore, a discussion has been initiated on a
general framework for the converging sectors of tele-
communications, media and information technology®*
and on the rules concerning indecent content on the
internet®,
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A major push towards a harmonised legal framework
for the Information Society will be the adoption of the
‘Directive on certain legal aspects of electronic
commerce in the internal market®®. The Commission
proposal incorporating most of the amendments of the
European Parliament was published on September 1st
1999. According to the time-limits of Art. 251
EC-Treaty, the adoption of the directive should be
expected for the first half of next year. Implementation
is then to be undertaken within one year of the adoption
of the directive.

Ill. The E-commerce Directive

1. Scope of the directive

The directive focuses on the proper functioning of
the internal market, particularly the free movement of
Information  Society  services  between  the
Member States®. In order to achieve this, the Directive
approximates national provisions on Information
Society services relating to the internal market arrange-
ments, the establishment of service providers, commer-
cial communications, electronic contracts, the liability of
intermediaries, codes of conduct, out-of-court dispute
settlements, court actions and co-operation between
Member States®®. Until an international regulatory
framework is established, the Directive only covers
service providers who are established in a Member
State.

2. Information Society Services

Information Society services are defined as ‘any service,
provided at a distance, by electronic means and at the
individual request of a recipient of services™.

This definition was taken from the directive laying
down a procedure for the provision of information in
the field of technical standards and regulations*’. The
new directive uses the same definition to point out that
the definition is part of the acquis communautaire of the
EC. The understanding of the term ‘service’ in the
e-commerce directive is the same as in general
Community law. The  definition of an Information
Society service therefore does not require a payment by
the recipient. The European Court of Justice has ruled
that the concept of a service ‘normally provided for
remuneration’ (Art. 50 EC) does not make reference to
specific means of financing a particular service. There-
fore, for an activity to constitute a service in the
meaning of the EC-Treaty, and within the meaning of
the e-commerce directive, it is not necessary for ‘the
service to be paid for by those for whom it is
performed™*'. The decisive factor is that it is remuner-
ated in some way*?, The fact that an activity has an
‘economic character’ or that there is ‘consideration’
suffices. That ensures that the typical internet service,
e.g. a search machine, which is free for the user, and

paid for by banner advertisements, is included in the
definition of a service®*.
For the purpose of the definition of an Information
Society Service, ‘at a distance’ means that the service is
provided without the parties being simultaneously
present. This exludes services provided in the physical
presence of the provider and the recipient, even if they
involve the use of electronic devices. Examples for
services excluded are medical examinations or treat-
ment at a doctor's surgery using electronic equipment
where both the doctor and the patient are physically
present, the consultation of an electronic catalogue in a
shop with the customer on site, a plane ticket reserva-
tion at a travel agency in the physical presence of the
customer by means of a network of computers, and
electronic games made available in a video-arcade
where the customer is physically present.*’
‘By electronic means’ means that the service is sent
initially and received at its destination by means
of electronic  equipment for the  processing
(including digital compression) and storage of data,
and entirely transmitted, conveyed and received by
wire, by radio, by optical means or by other electromag-
netic means. This refers to direct e-commerce as
defined in I, and excludes services having material
content, even though provided via electronic devices.
These may be automatic cash or ticket dispensing
machines (banknotes, rail tickets), access to road
networks, car parks, etc., charging for use, even if there
are electronic devices at the entrance/exit controlling
access and/or ensuring correct payment is made.
Furthermore, ‘by electronic means’ excludes off-line
services like the distribution of CD-ROMs or software
on diskettes. Finally, ‘by electronic means’ excludes
Services which are not provided via electronic
processing/inventory systems, for example normal
voice telephony services, traditional telefax/telex
services, and services provided via voice telephony or
fax like the telephone/telefax consultation of a doctor
or a lawyer.*®

‘At the individual request of a recipient of services’
means a service provided through the transmission of
data on individual request. This ties in with the
TV-directive which excludes services ‘at individual
demand’ from its scope.*’” This criterion excludes all
services provided by transmitting data without indi-
vidual demand for simultaneous reception by an unlim-
ited number of individual receivers (so-called point to
multipoint transmission). This excludes, for example,
television broadcasting servicés (including near-video
on-demand services)*®, radio broadcasting services and
(televised) teletext*. It also excludes re-broadcasting of

‘traditional TV-programmes® on the internet when the

re-broadcasting solely represents an additional means of
transmitting an integral or unaltered set of television
programmes which have been broadcast over the
airwaves, by cable or by satellite®'.
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3. Commercial Communications

As a sub-category of Information Society Services,
commercial communications®® are defined in Art. 2
e-commerce-directive as ‘any form of communication
designed to promote, directly or indirectly, the goods,
services or image of a company, organisation or person
pursuing a commercial, industrial or craft activity or
exercising a liberal profession.” Some kinds of communi-
cations are excluded from the definition of commercial
communications.’® The broad definition is supposed to
avoid problems created by the differentiation between
sponsoring and advertising. Art 6 e-commerce-directive
lays down specific rules for commercial communications.
A commercial communication has to be clearly identifi-
able as such. Furthermore, the natural or legal person
on whose behalf the commercial communication is made
has to be clearly identifiable. If promotional offers, such
as discounts, premiums and gifts, are allowed for in the
Member State where the service provider is established,
commercial communications concerning such a
discount, have to be clearly identifiable as such. Further-
more, the conditions to be met to qualify for them must
be easily accessible and must be presented accurately
and unequivocally. If promotional competitions or
games are allowed for in the Member State where the
service provider is established, they have to be clearly
identifiable. On top of that, the conditions for participa-
tion have to be easily accessible and to be presented
accurately and unequivocally.

A major problem in the context of commercial
communication is unsolicited commercial communica-
tion by electronic mail* known as ‘spam’. Unsolicited
commercial communication by electronic mail must be
clearly and unequivocally identifiable as such as soon as
the recipient receives it.>* Furthermore, the European
Parliament has insisted on opt-out registers, where
those not wanting to receive unsolicited commercial
communications can register themselves.’® Member
States have to ensure that service providers regularly
consult and respect these opt-out registers. Further-
more, individual Member States can subject unsolicited
commercial communication to stricter rules.”’

There is uncertainty as to how far regulated profes-
sions can make use of the internet to promote their
services. Broadly speaking, regulated professions are
those who demand for the taking up or pursuit the
possession of a diploma which shows that the holder has
successfully completed a post-secondary course of at
least three years' duration®, e.g. accountants, lawyers or
engineers. Often, these professions have to follow
special rules on commercial communications. Therefore
the directive states that the Member States have to lay
down that the provision of Information Society services
is authorised provided that the professional rules
regarding the independence, dignity and honour of the
profession, professional secrecy and fairness towards
clients and other members of the profession are met®.

4. Services not covered by the directive

There are a number of general exceptions to the
e-commerce-directive. Taxation is excluded, as the fiscal
aspects of electronic commerce are under review in a
separate work launched by the Commission in its
Communication ‘Electronic commerce and indirect
taxation'®. Also excluded is the field covered by the
data-protection directive®!, because of the possible
overlap of the area covered by the data-protection direc-
tives and the e-commerce-directive.

Furthermore, the activities of notaries, the represen-
tation of a client and defence of his interests before the
courts and gambling activities not carried out for
commercial communications purposes® have been
excluded from the application of the directive. Here,
the Commission considers that the lack of mutual recog-
nition or sufficient harmonisation is such that it is not
possible to guarantee the freedom to provide services
between Member States, because an equivalent level of

. protection of general interest objectives cannot be guar-

anteed.

IV. Establishment
1. Definition

Service providers are defined as ‘any natural or legal
person providing an Information Society service™.

Service providers therefore include natural and legal
persons, and in the case of legal persons, all forms of
company are included. ‘Established service provider'®
is ‘a service provnder who effectively pursues an-
economic activity using a fixed establishment for an
indeterminate duration’. On the other hand, the mere
presence and use of the technical means and technolo-
gies required to provide the service does not constitute
an establishment of the provider. Formal criteria (a
mere letter-box) or technology (establishment of tech-
nical means, etc.) have been avoided as the Commission
considered that these formal criteria would all too
readily enable operators to evade supervision. The defi-
nition is based on the case law of the EC]J, which has
ruled that ‘The concept of establishment within the
meaning of [now] Article 43 etseq. of the Treaty
involves the actual pursuit of an economic activity
through a fixed establishment in another Member State
for an  indefinite period’®, employing qualitative
criteria concerning the actual nature and stability of the
economic activity. The ECJ has ruled that one and the
same operator can be established in several Member
States. In the context of televxsxon, the Court has ruled
that when several establishments belonging to the same
TV broadcasting organisation exist, the Member State
with supervisory powers shall be the one where this
organisation has the ‘centre of its activities’®®. This rule
applies to Information Society Service Providers as well.
Therefore, the location of the technology used, e.g. the
renting of web space for the hosting of web pages does
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not constitute an establishment on the territory of a
Member State, nor does the ability to access an internet
site in a Member State. Finally, nor does the fact that a
service provider established in another Member State
offers services targeted at the territory of another
Member State constitute an establishment.

The provision of Information Society Services may
not be subject to prior authorisation®’. Exceptions apply
for authorisation schemes not directed at Information
Society Services as such, i.e. the provision of a service
over the net which would necessitate an authorisation
outside the internet, and for the provision of telecom-
munication services®.

2. Internal Market

The definition of a service provider’s place of establish-
ment is especially important because the directive lays
down the application of the internal-market-principle
or the country-of-origin principle for Information
Society services (Art. 3 e-commerce directive). The
directive uses the term ‘co-ordinated field’ of the direc-
tive, to delineate the extent of its application. This
‘co-ordinated’ field is defined as the requirements appli-
cable to Information Society Service providers and
Information Society services®®. The term is supposed to
ensure the ‘horizontal’ approach of the directive,
covering all issues related to Information Society
Services. Each Member States is to ensure that the
Information Society services provided by a service
provider in their territory complies with the national
provisions applicable which fall in the directive’s
‘co-ordinated field’. Services offered lawfully in one
Member State must not be unduly restricted in another
Member State’. The usual exceptions have been laid
down specifically’". Thus, restrictions by Member States
where the service provider is not established can be
taken, only if they are necessary for public policy
reasons. In particular these include the protection of
minors, or the fight against any incitement to hatred on
grounds of race, sex, religion or nationality, the protec-
tion of public health, public security, consumer protec-
tion, i.e. under the usual precondition for the restriction
of one of the freedoms granted by the EC-treaty. This
measure has to be taken against an Information Society
service which prejudices these objectives or which
presents a serious and grave risk of prejudice to those
objectives. Furthermore, such measures can only be
taken after the Member State where the provider is
established has been asked in vain to take measures, and
the measures must be notified to the Commission.

The Country-of-Origin Principle, i.e. the rule that
services are only governed by the law of the country
where the provider is established, does not apply to a
couple of services exempted in the directive. Besides
unsolicited commercial communications via e-mail
mentioned already, further important exemptions’ are
copyright, (as well as rights referred to in Directive

87/54/EEC™ and Directive 96/9/EC™), intellectual prop-
erty rights, some kinds of transferable securities’”, some
kinds of insurance’® and others’’, and last but not least,
contractual obligations concerning consumer contracts.
In all these cases, Member States can restrict the free
movement of services according to the general rules on
that restriction, i.e. on grounds of public policy, public
security or public health (Art. 55 EC and Art. 46 EC)

These exemptions have been excluded because either it
was deemed impossible to apply the principle of mutual
recognition as set out in the case-law of the Court of
Justice concerning the principles of freedom of move-
ment enshrined in the Treaty. Also, in some areas
mutual recognition seemed unachievable with insuffi-
cient harmonisation to guarantee an equivalent level of
protection between Member States. And finally, for
some of these exemptions, there are provisions laid
down by existing Directives which are clearly incompat-
ible with Article 3 because they explicitly require super-

vision in the country of destination’®.

3. Rules on Information to be given

In the interest of the consumers and the business part-
ners, somebody offering Information Society services,
has to render easily accessible, in a direct and
permanent manner, to their recipients and competent
authorities, the following information (Art. 10
e-commerce-directive):

(1) the name of the service provider;

(2) the address at which the service provider is estab-
lished;

(3) the particulars of the service provider, including his
electronic-mail address, which allow him to be con-
tacted rapidly and communicated with in a direct
and effective manner.

Furthermore, where the service provider is registered in
a trade register, information on the trade register in
which the service provider is entered and his registra-
tion number on that register have to be provided. Addi-
tionally, where the activity is subject to an authorisation
scheme, the activities covered by the authorisation
granted to the service provider and the particulars of
the authority providing such authorisation have to be
provided. Members of regulated professions have to
inform about any professional body or similar institu-
tion with which the service provider is registered, the
professional title granted in the Member State of estab-
lishment, the applicable professional rules in the
Member State of establishment and the Member States
in which the Information Society services are regularly
provided. Finally, where the service provider undertakes
-an activity that is subject to VAT, the VAT number under
which he is registered with his fiscal administration must
also be provided. On top of all the information about
the service provider, it 1is stated that prices
of Information Society services are to be indicated
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accurately and unequivocally and must include all addi-
tional costs. )

The rule on prices is straightforward. More doubtful
is the amount of information request from Information
Society Service providers. Apart from technical prob-
lems, e.g. that the professional rules of the regulated
professions tend to change’, it could appear that the
information rules put more requirements on a provider
of Information Society Services than on a real life
service provider. Yet, on the other hand, the consumer
in the virtual shopping mall is in a special situation, so
getting that much information on the contractual
partner is bound to increase consumer confidence.

V. Contracts
1. Conclusion of Contracts

Another virulent problem is the conclusion of contracts
by electronic means. In order to encourage this, the
directive stipulates that Member States are to ensure
that their legislation allows contracts to be concluded
electronically®. To achieve this, Member States are to
ensure that the legal requirements applicable to the
contractual process neither prevent the effective use of
electronic contracts nor result in such contracts being
deprived of legal effect and validity on account of their
having been made electronically. =~ However,
Member States may lay down that electronic conclusion
is not possible for contracts requiring the involvement
of a notary, contracts which, in order to be valid, are
required to be registered with a public authority, or
contracts governed by family law and contracts
governed by the law of succession®'.

To ensure the provision of the necessary information

about the other contracting party, and about the conclu-
sion of the contract, the directive stipulates that the
manner of the formation of a contract by electronic
means shall be explained by the service provider clearly
and unequivocally, and prior to the conclusion of the
contract. The information to be provided includes, in
particular, the different stages to follow to conclude the
contract, and the expedients for correcting handling
errors®2. Finally, the contract terms and general condi-
tions provided to the consumer have to be made avail-
able in a way that allows the consumer to store and
reproduce them®.
As different legal traditions have different means of
determining the moment at which a contract is
concluded, it is obvious that these traditions can clash
when contracts are concluded via electronic means. So
even though it is an intrusion in the legal traditions of
the Member States, it is laudable that the Commission
has put down uniform criteria for the conclusion of
contracts. According to Art. 11 e-commerce-directive,
the contract is concluded when the recipient of the
service has received from the service provider, electroni-
cally, an acknowledgement of receipt of the recipient’s
acceptance.

One consequence is the implicit abolition of a maxim
known as invitatio ad offerendum. E.g. in Germany, tradi-
tionally, a catalogue has not been regarded as a legally
binding offer, but merely as an invitation to make an
offer. Now, the wording of the directive makes the cata-
logue - e.g. a website — the offer. At first glance, the
legal implications seem to be minor: After all, the
internet shop owner could merely decline the confirma-
tion of the acceptance - i.e. not send an e-mail that he
has received the order, to avoid contractual obligations.
However, this leaves the possibility of quasi-contractual
obligations, e.g. known as culpa in eontrahendo. The
website constitutes the offer, but the service provider is
required by the directive to immediately confirm the
acceptance of the receipt™.

2. Applicable Law

As far as the applicable law is concerned, the directive
stipulates that it does not want to establish specific rules
on private international law relating to conflicts of law.
Therefore, as far as the rules on contracts are
concerned, the question as to whether a Member State’s
law applies is decided by virtue of its rules of interna-
tional private law®. This is problematic. After all, on the
one hand side the consumer usually has neither the
knowledge nor the means to evaluate the rules of inter-
national private law of the Member State where the
service provider is established. On the other hand,
the service provider might encounter the problem
the directive was meant to solve - for some activities, the
knowledge of all 15 Member States’ laws might be
necessary%. It is not surprising, then that the issue
“Applicable Law” will have a public hearing on 4/5
November of this year in Brussels*”. A possible result
could be the strengthening of the country of origin
principle excluding the rules of international private
law in so far as they result in the application of a law
other than that of the country where the service
provider is established.

VI. Liability

1. Principle: Liability reduced

There is considerable legal uncertainty within Member
States as to the extent to which providers of Information
Society Services are liable for content. The European
rules follow the German example® in creating exemp-
tions to liability. The liability regime deals only with
services where the Service providers merely act as ‘inter-
mediaries’, when they transmit or host third party infor-
mation, i.e. activities where the information is provided
by recipients of the service and the information is trans-
mitted or stored at the request of recipients of the
service. The adoption of the rules on liability are only
compulsory for the Member States for Information
Society services and therefore for services normally
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provided for remuneration. Hopefully, the Member
States will not make this distinction when implementing
the directive, as there is no point in having a stricter
regime for providers of free services, i.e. universities, or
private homepages.*

Due to the horizontal effect of the directive, limita-
tions to liability are established for all types of illegal
activities initiated by third parties online (e.g. copyright
piracy, unfair competition practices, misleading adver-
tising, etc.). The exemption from liability does not
include prohibitory injunctions. The directive does not
lay down new rules for the liability itself, only for the
exemptions. If a service provider is not covered by an
exemption, the normal liability regime of the relevant
Member State applies. The exemptions to liability are
established according to the quality of a service
provider’s acts, not the general nature of his business.
The services that are dealt with in the directive are
called mere conduit, hosting and cachinggo.

2. Mere Conduit, Hosting, Caching

a) Mere Condusit

In Article 12 e-commerce-directive, the term mere
conduit is used to refer to acts of transmission of infor-
mation in communication networks where the service
provider plays a passive role as a conduit of information
for third parties, the recipients of the service. This is the
case when the provider does not initiate the transmis-
sion, does not select the receiver of the transmission, and
does not select or modify the information contained in
the transmission.

The requirement that the provider does not initiate
the transmission means that the provider is not the
person who makes the decision to carry out the trans-
mission. This is not the case when a provider automati-
cally initiates a transmission at the request of a recipient
of his service. Obviously, a transmission of information
from the computers of the provider cannot happen
without at least the provider’s computers at one point
giving their ‘consent’.

The requirement that the provider does not select the
receivers of the transmission does not imply that the
provider is disqualified from the exemption-in the case
of the selection of receivers as an automatic response to
the request of the person initiating the transmission
(e.g. a user’s request to have an e-mail forwarded to a
mailing list broker).! Mere conduit covers both the access
to information, and the access to a communication
network. These services are also known as access provi-
sion and network provision®. In these cases the provider
shall not be liable for the information transmitted. From
a technical point of view, automatic, intermediate and
transient storage of the information transmitted is
included in this exemption, if this automatic, interme-
diate and transient storage takes place for the sole
purpose of carrying out the transmission in the

communication network. This only applies when the
information is not stored for any period longer than is
reasonably necessary for the transmission. This liability
exemption covers both the cases in which a service
provider could be held directly and personally liable for
an infringement, and cases in which a service provider is
not directly liable, but could be considered secondarily
liable for someone else’s infringement. Whenever there
is a case of mere conduit, claims for damages cannot be
directed against the provider for any form of liability.
Furthermore, the provider of a mere conduit-service
cannot be subject to prosecution in a criminal case.

b) Caching

Art. 13 e-commerce directive defines caching as the
automatic, intermediate and temporary storage of
information, performed for the sole purpose of making
more efficient the information’s-onward transmission to
subsequent users of the service upon their request. The
automatic, intermediate and temporary storage of
information is the same criterion as included in the mere
conduit exemption, however, as opposed to mere
conduit, here the automatic intermediate and tempo-
rary storing of the information is used to allow subse-
quent users access to the information. Providers use
caching to enhance the speed with which information
can be accessed. In order to ensure that everybody can
get the ‘Starr-Report’ or the Star-Wars-Trailer without
unbearable download times, providers store identical
copies on their own servers. The caching—exemption
only applies under certain conditions that follow from
the technical definition of caching. The provider must
not modify the information, must comply with condi-
tions on access to the information, must comply with
rules regarding the updating of the information speci-
fied in a manner consistent with industrial standards,
and the provider must not interfere with the technology,
consistent with industrial standards, used to obtain data
on the use of the information.

Finally, the provider has to act ‘expeditiously’ to
remove or to bar access to the information upon
obtaining actual knowledge that the information at the
initial source of the transmission has been removed
from the network; or access to it has been barred; or a
competent authority. has ordered such removal or
barring.

¢) Hosting

Hosting is defined in Article 14 e-commerce-directive as
the storage of information provided by a recipient of the
service, stored at the request of a recipient of the service.
A provider of hosting is exempted from liability if the
provider does not have actual knowledge that the activity
is illegal. In so far as claims for damages are concerned, it
is not necessary to have actual knowledge of the illegality.
To claim damages, it is sufficient that the provider is
aware of facts or circumstances from which the illegality
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of the activity is apparent. Furthermore, also ‘here the
provider has to act expeditiously to remove or to disable
access to the information, if he gets to actually know that
the activity is illegal, or becomes aware of the circum-
stances. This hosting-exemption does not apply when the
recipient of the service is acting under the authority or
the control of the provider.

This Commission hopes that the principle of general
exemption of liability for hosts, combined with a duty to
take down illegal information once having become or
been made aware of its illegality, will provide a basis for
procedures sometimes referred to as ‘notice and take
down procedures’. These are procedures where the
service provider is notified about information that is the
subject of illegal activity in order to obtain the removal
or disablement of such information.®

The hosting-exemption is problematic insofar as the
actual knowledge of the illegality is necessary. In
Germany, e.g., it is generally held that knowledge of the
underlying facts, not of the ensuing illegality, is suffi-
cient to constitute liability.”* However, this is softened by
the fact that for damages claims, the awareness of the
underlying facts or circumstances from which illegality of
the activity is apparent suffices.

d) no obligation to monitor

Finally, the directive stipulates that no general obliga-
tion should be imposed on providers to screen or to
actively monitor third party content®. This is especially
important as such monitoring is close to impossible and
would, where attempted, lead to huge costs. Of course,
this exemption does not cover requests by courts or law
enforcement agencies that a provider is to monitor, for
instance, a specific site during a given period of time, in
order to prevent or to fight a specific illegal activity.

VII. Settlement of Disputes
1. Out-of-court dispute settlement

The ECJ has established that access to justice is a
corollary of the freedoms of the area without
internal frontiers®. In cases concerning e-commerce,
relief might be needed fast in some cases, but in other
cases, the sums involved might be too small to
encourage court action. Therefore, the directive asks for
the establishment of effective out-of-court-schemes for
dispute settlement in the event of disagreement
between an Information Society service provider and its
recipient®””, possibly by electronic means. For out-of
court cases concerning so-called consumer disputes, the
directive lays down principles to be adhered to in
out-of-court dispute settlement. Bodies responsible for
the out-of-court settlement of consumer disputes are to
abide by Community law and to apply the principles of
independence and transparency, of adversarial tech-
niques, procedural efficacy, legality of the decision, and

freedom of the parties and of representation®.

In order to achieve a certain flow of information on
these decisions, the Member States are to encourage
bodies responsible for out-of-court dispute settlement to
inform the Commission of the decisions they take
regarding Information Society services and to transmit
any other information on the practices, usages, or
customs relating to electronic commerce.

2. In court

The directive stipulates that Member States are to
ensure that effective court actions can be brought
against Information Society services’ activities. One of
the means by which rapid court actions are to be
ensured is to allow the rapid adoption of interim
measures designed to remedy any alleged infringement
and to prevent any further impairment of the interests
involved. As the directive is not supposed to establish
rules of private international -law relating to
jurisdiction®, a clear rule on jurisdiction is still needed.
Acts in breach of the national provisions of the rules of
Art. 5 to Art.15 e-commerce-directive which affect
consumers’ interests are subject to injunctions for

consumers’ interests by consumer groups'®.

VIII. Further Rules

The Commission is actively encouraging industry
self-regulatory systems, including the establishment of
codes of conduct and hotline mechanisms'’!. The
Commission and the Member States are to encourage
the drawing-up of codes of conduct at Community level,
including codes of conduct regarding the protection of
minors and human dignity, by trade and professional
associations or organisations designed to contribute to
the proper implementation of Articles 5 to 15. The draft
codes of conduct at national or Community level are to
be transmitted to the Commission so that the latter may
examine their compatibility with Community law. These
codes of conduct are to be made accessible in the
Community languages by electronic means. Professional
and consumer associations or organisations are to assess
the application of their codes of conduct and their
impact upon practices, habits or customs relating to
electronic commerce'®.

There are further rules dealing with the co-operation
between Member States’ authorities and the Commis-
sion. Each Member State is to designate a contact
person for co-operation with the Commission, and each
Member States has to establish contact points
which shall be accessible electronically within their
administration. At these contact points, recipients and
service providers can obtain information on their
contractual rights and obligations, obtain the particulars
of authorities, associations or organisations from which
recipients of services may obtain information about their
rights or with whom they may file complaints, and
receive assistance in the event of disputes.'®™
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A couple of unsolved issues as liability of providers of
hyperlinks and location tool services, notification
requirements and the attribution of liability following
the taking down of content remain to be solved. In
order to do so, the Commission shall submit a report on
the application of this directive, no later than three
years after the adoption of the directive, and then every
two years.'®

IX. Evaluation

All in all, though there is still room for improvements,
especially as far as the rule on applicable law is
concerned, the directive is a major step towards a
framework creating legal security for electronic
commerce. Especially the highly liberal establishment
rules and the liability regime provide legal certainty for
businesses and consumers in Europe. Contrary to
previous experiences, moving a business to the EC
might now be well recommended, and not just to avoid
negative consequences of being outside the EC (as was
the case e.g. in the time of the so-called ‘Screwdriver
regulation’'%®). As the e-commerce-directive only applies
to Service providers established in the European
Community, a move to the European Community for
players from countries having less favourable rules for
e-commerce services will have positive consequences'®.
The provision of services in the Information Society,
where the market is global, needs the rules to be as
widely harmonised as possible, to ensure they will
flourish. With further amendments, the
e-commerce-directive could be a role model for future
rules laid down in multilateral agreements.
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